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BHIB Councils Insurance - Helping You to Manage Your Risks

As a manager of risk for your Council you are required to identify all relevant risks to your
Council and members of the public and have control measures in place to protect them.

This Risk Assessment Toolkit has been designed to provide you with helpful information and
guidance on the risks that require assessing and managing. It works as a best practice, self-audit
tool to help you identify key risk areas and control measures to mitigate the risks helping you to
protect your Council.

We have provided some guidance under current control measures. If you see a * - this means that
insurance cover is available under the sections of your BHIB Councils Insurance policy along with
additional covers and services available through BHIB Councils Insurance. Please do not hesitate to
contact us to discuss your existing covers or insurance needs — and how this protects you along with
any additional cover requirements you identify as a result of completing the toolkit.

Our ‘Risk Management Support for Local Councils’ guide also provides lots of helpful risk
management advice and may help you with completion of the toolkit — so please see our website for
a copy — www.bhibcouncils.co.uk or email us at insurance@bhibcouncils.co.uk.



http://www.bhibcouncils.co.ukor/
mailto:insurance@bhibcouncils.co.uk

Financial Control

Medium

Severity

Likelihood Severity
Low Unlikely to occur within the next ten years Low Limited inconvenience, no impact on reserves, no legal challenge
Medium Likely to occur within the next ten years Medium | Some public censure or small impact on reserves (<10%), no legal challenge
High Likely to occur within the next two years High Impact on reserves of > 10% or legal challenge or severe public censure

Medium

Likelihood

Current Risk : : .
Hazard/Consequence Process Current Control Measures Rating Revised/further actions Actioned Date completed
1 Risk of Incorrect Financial loss due to settlement of B . Clerk to ensure all goods charged & g | W A
invoicing double or false invoices ayments have been supplied. Interal checks. e aintain Actions \/
Risk of incorrect pay- Financial loss due to payment made All cheques drawn by Clerk & signed : : :
2 ments for incorrect amount or payee Raviients by 2 CliIrs at monthly meeting. L L G Maintain Actions \/
) o Payments due before next monthly
2 Risk of late payments :2::3 l;t);yment could incur a financial Payments meeting to be paid by Clerk. 2 Clirs LILIG Maintain Actions \/
to check and sign.
2 Clirs to check prior to signing L .
4 Incorrect salaries paid Staff over or underpaid Payments cheques_ Use HMRC online RTI L L G Maintain Actions \/
services
- ; _ Use HMRC online RTI Chair/Vi Chairt
Incorrect National insur. ' air/vice airto
5 HMRC over or underpaid Payments services. Internal Auditor, Chair/
e &l 1A= Vice Chair regular checks L L G check quarterly \/
Expenses incorrectly Members over or underpaid, financial . Not applicable
& claimed loss to Council PEMIERE Not apphcable —_ - - PP
i “Section 5 Fidelity Guarantee C .
; e ¢ - ceton s e e Tt Annually review and update
g cash and Financial loss Payments q q N . \/
cheques Fidelity Guarantee of £5600,000 | T, |[M | A | Fidelity Guarantee.
Clerk/RFO to reclaim VAT at regular i . .
8 VAT return is incorrect Loss of income, HMRC Challenge Receipts intervals. Checked against accounts LiLlc Maintain Actions \/
system and by Internal Auditor
Untimel - Hold three to twelve months of Precept approved by Finance
9 r” 'meﬂy (';Ci'tp ° Lack of cash flow Receipts gross expenditure in line with Llnlc Comm & full PC prior to \/
precepti rants Practitioners Guide submission date.
* Part A Property damage and Business Interruption. . . .
10 Loss of Cheques Financial loss Receipts ¢ posit cheques received Maintain Actions \/
as soon as possible L L G
- Loss of income from SN, Receipts Clerk/RFO to monitor invoices to Maintain Actions \/
unpaid invoices ensure payment L LIG
Risk of inaccurate or Potential financial loss, Internal Audi- Follow guidelines in Practitioners Reappoint NCALC Internal
12 incomplete financial tor would give ‘requires improvement’ Reconciliation Guide. Appoint NCALC Internal Auditor. Clerk/RFO to follow \/
records report Auditor L | M A guidelines of Auditor and NALC
Risk of Bank making Monthly financial report would not - Quarterly Bank Reconciliation Maintain Actions
= errors, not identified reconcile Reconciliation & budget report to full PC L L \/
Annual return is not Clerk/RFO to monitor audit timeline \ . §
14 submitted within time Could end up with qualified accounts Ve en.d and ensure accounts are approved at L L G Maintain Actions \/
limits RIOCEESY full PC prior to deadline.
Ammmal retern is Dot >
- Serieitted Wwikkin=trme court end up wittquatiéied accounts en
e prozessmy




Financial Management

Medium

Severity

Likelihood Severity
Low Unlikely to occur within the next ten years Low Limited inconvenience, no impact on reserves, no legal challenge
Medium Likely to occur within the next ten years Medium | Some public censure or small impact on reserves (<10%), no legal challenge
High Likely to occur within the next two years High Impact on reserves of > 10% or legal challenge or severe public censure

Medium

Likelihood

Current Risk : :
Hazard/Consequence Process Current Control Measures Rating Revised/further actions Resp. Date completed
—— L S RAG
1 Inadequate Budget Budget does not balance at year end Budgeting g%%ré‘;@tl [‘Be?j)r(ljlj‘tlr\t)g(%angléatlon L L G Maintain Actions \/
i Budget and Precept approved b A A .
2 ELiZi‘t)t eSS MeeEE Budget does not balance at year end Budgeting Fina%ce Comm anﬁ fuﬁ%(;_ Resyerves Maintain Actions \/
held. LI[L|G
Precept rules change, . . . . i
3 e.g. capped, restricting Either services reduced or impact on Budaetin C|efk/RFO to m0n.|t0r regulations and LIL|IG Maintain Actions \/
delivery of required reserves geting advise PC accordingly.
services
Cemetery income does Impact on reserves, run out of burial ) Review and update fees H i
& not achieve budget space ahead of plan Budgeting annua"y LILlI G RegIStrar to monitor \/
Necessary expenditure Budget does not balance at year end. .
5 on allotments exceeds Council reserves depleted below Budgeting Egsggzig];t;&?eﬂg?:ggg?: }rswci)cl)\\llgg LIL|G Clerk/RFO to monitor \/
budget recommended level
Finanlcial Izegu:;'ations are couna loaallvord Clerk/RFO to ensure that Financial
not aligned with current ouncil acts illegally or does not Regs are inline with model regs H H i
E legislation or do not deliver best value EneErement pro%ided by NALC 9 L L G Malntaln ACtIonS \/
deliver best value
; . . Consult with communit
7 ggnu/?:;lsta(ite:r?g Qjor_e Either increased precept or impact on Community Commumty.Engagement considered Ll Ll G about services/assets tg)l \/
bl p EEEES Engagement before services taken on e
Unable to recover costs ’Eer:gﬁ}réotlr_\eagfllE;p::;ﬁc?i/gup o Lzl e AnnuaIIy review insurance
8 from 3rd party insurers Financial Loss Receipts € : cover \/
for damaged assets gfgsiggg. appropriate cover is
Lack of regular review of : ’ . Review services and associated Monitor services delivered
9 I Financial Loss Budgeting foes annua“y. L L G and fees Chal’ged. \/
Use well established financial . .
10 Bank Insolvency Financial Loss Budgeting mSttItUttl'onSI.' H?Okgr} sakv_lngs LILlG Review insurance \/
protection limits. Check insurance
Use well established financial . .
11 Investments Financial Loss Investments institutions. Look at savings LIL| G ReV|eW Insurance \/
protection limits. Check insurance




Governance

Medium

Medium

Severity

Likelihood Severity
Low Unlikely to occur within the next ten years Low Limited inconvenience, no impact on reserves, no legal challenge
Medium | Likely to occur within the next ten years Medium | Some public censure or small impact on reserves (<10%), no legal challenge
High Likely to occur within the next two years High Impact on reserves of > 10% or legal challenge or severe public censure

Likelihood

Hazard/Consequence Process Current Control Measures Cur;zg:llg{lsk Revised/further actions Actioned Date completed
1 7256(;0: gtc icl::r(:sli":%il]ly The Council suffers loss or reputation Decision grlgrllj tc; oegg?éeagh dafnrggrualﬁggqﬁ L Q|| B Training for _Clerk to k_eep
e S or legal challenge Matking placef’ L | T, ¢ | uptodate with regulations. \/
The Council does not ! ) - H H
. . The Council suffers loss or reputation Decision Annual review of Standmg 3 A A
2 comply with SIanding | o egal challenge Making Orders in line with NALC model Maintain actions. v
Orders FRNRE
The Counci does o - Creation of Strategic Plan. Ll Finalise and adopt
3 it The Council suffers loss of reputation | \ELE 0 Community Engagement. Strategic Plan after
residents. Budget reports elections
WenlsEns exeRlilsEElly The Council and member(s) con- Decision Clerk to ensure Clirs are up to date i i 1
& CrED MEGERM Wil cerned suffer(s) loss of reputation Making with current regulations. LI L| G Malntaln aCtlonS \/
current regulations
The Council does not act The Council suffers loss of reputation Decision ition 8 Officials Indempity Sover . . .
g in a professional manner or legal challenge Making ggresqﬁja?égascfjorgre\coef C%?/l;?uct L L G Malntam aCtIonS \/
Changes to legislation - Ensure up to date with legislation. A A A
6 affect Council decision Council not able to deliver services ’E)Ae(;(lgon Adequate reserves held to carry L ILIG Malntaln actions. \/
making or operations aKing out service.




Assets and Liabilities

Likelihood

Severity

Medium

Severity

Low Unlikely to occur within the next ten years Low Limited inconvenience, no impact on reserves, no legal challenge
Medium Likely to occur within the next ten years Medium | Some public censure or small impact on reserves (<10%), no legal challenge
High Likely to occur within the next two years High Impact on reserves of > 10% or legal challenge or severe public censure

Hazard/Consequence

Process

Current Control Measures

Current Risk
Rating

Medium

Likelihood

Revised/further actions

Actioned Date completed

Clerk to arrange valuation

tion / monitoring

A ; tad q A t *Rebuild Cost Assessment Service Available L S RAG
ssets are not adequate- " ! sse : H
! ly covered by insurance Financial loss management Ensure insurance costs are adequate LM A of assets. Advise insurers
for the cover required. of any changes.
Liabilities are not o *Trustees Indemnity and_Profe_ss_ionaI indemnity Cover Ann I r Vi W f in ran
2 adequately coveredby | Financial loss Liability Ensure that liability cover I | L, ual review ot insurance
G management ; requirements.
insurance is adequate.
The Council does not _— Asset Ensure that insurance cover Annual review of insurance
<) meet insurance or legal Financial loss, legal challenge TG q d L L G requirements
buildings requirements 9 is adequate. ’
. Civic rega"a is lost, Financial loss Asset *Section 1 Property Damage Cover
damaged or stolen management N/A - = || = N/A
Damagz injuryl to;hi;d A *Section 4 Public and Products Liability Cover RoSPA approved inspection
5 PEIIES 3 (B [EERE Financial loss, loss of reputation SeEl Public Liabiity insurance. L M A and report.
maintenance of council management Annual inspection and report. Keep log of weekly inspections.
assets Weekly site inspections.
Damage injury to third . . ) - *Section 3 Employers Liability & Section 4 Public and o o o
. Financial loss, Injury to Staff or mem- Building Products Liability Cover M al nta N aCtlonS
6 partlesfdue 'tokhealth bers of public management Employers Liability and Public L [M|A \/
and safety risks Liability. Regular inspections.
Damage to or loss of . . ) . *Section 3 Employers Liability & Section 4 Public and
> Financial loss, Injury to Staff or mem- Building Products Liability Cover . _ . L | M|A 1 i 1
v Counr::ll asssts due fo bers of public management Employers Liability and Public Malntaln aCtlonS \/
[Pl NS XS] Liability. Regular inspections.
Inappropriate meeting *Section 3 Employers Liability & Section 4 Public and M a t a t.
venue causes risk to . . Meeting Products Liabilty Cover . aintain actons.
8 members of Council and Injury to People Loss of reputation ErERETET Ensure meetlng venue has appropriate L IM|IA
or public access. Public Liabilty cover.
9 ﬁ)sf:éi i;er:geuvlg:,u%i::ﬁ Financial loss, not able to realise value Building Regular inspections and repairs Malntaln aCtIOnS
of asset management | carried out where necessary




People

Medium

Severity

Likelihood Severity
Low Unlikely to occur within the next ten years Low Limited inconvenience, no impact on reserves, no legal challenge
Medium | Likely to occur within the next ten years Medium | Some public censure or small impact on reserves (<10%), no legal challenge
High Likely to occur within the next two years High Impact on reserves of > 10% or legal challenge or severe public censure

Medium

Likelihood

Current Risk : : .
Hazard/Consequence Process Current Control Measures Rating Revised/further actions Actioned Date completed
. . . * Section 2 Business Interruption. Key Person Cover L S RAG Mainta i n mem bershi
. The Council is unable to fulfil its legal Contingency i . p
1 Loss of Executive Officer C ) ’ ; (R @A O Membershlp
obligations, Financial loss Planning Locum Service & advice L M A to NCALC
o - : * Section 2 Business Interruption. Key Person Cover
2 Loss of Assistant to EO Thg Cguncﬂ is una_ble to fulfil its legal Conthgency CRterElcee) _ _| - N/A
obligations, Financial loss Planning N/A
o - . * Section 2 Business Interruption. Key Person Cover
; The Council is unable to fulfil its legal Contingency 3 N .
g Less @i iegier obligations, Financial loss Planning (Ogrl?aeu\akl%vera) ke over Reglstrar L L G N O fU I'ther aCtlon
. Executive Officer is long The Council is unable to fuffilits legal | Contingency ;;;é‘%%?&j“;;ﬁ é'”‘e"“"“".g MY IR Eo Maintain membership
term sick obligations, Financial loss Planning Lot Samites bersh L ]_V_[ A to NCALC
Assistant to EO is lon: The Council is unable to fulfil its legal Contingenc 7 Section 2 Business Interruption. Key Person Cover
5 c 9 e 0 - ! 9 'gency (optional cover) = - - N/A
term sick obligations, Financial loss Planning N/A
Registrar is long term The Council is unable to fulfil its legal Contingenc: - Sl A E s it (e (Reeem o
& sicl? ° obligations, Financial loss ¢ Planni?]g / (céﬁimal T(Vei:) I L L G N (0] fu I’ther aCtlon
' erk to cover role
) ’ ) ! ; * Section 8 Officials Indemnity Cover Clerk's training and
Actions of Staff bring Financial loss, loss of reputation, legal People man- e : Rt
v council into disrepute challenge agement E]ISeL:I:atro]égkceoegralIflcatlons L L G 3ggg?t(;?(té?1ns to be
Current or ex employee . . . 3 a a 8
8 brinas claim a aiFr)15ty Flnanmallloss <Iiue‘to uphel_d unfair or People man- NALC MemberShlp_ L L G Ma|nta|n aCt|Ons
9 9 constructive dismissal claim agement
Council Insurance cover
Temporary staff, or . .
N ] People man- Put in place policy to cover i i
9 contracted resources do Financial loss, loss of services LIL|G Clerk to |OOk into O|IC
not fulfil obligations goement absence of staff policy




Systems and Processes

Medium

Severity

Likelihood Severity
Low Unlikely to occur within the next ten years Low Limited inconvenience, no impact on reserves, no legal challenge
Medium Likely to occur within the next ten years Medium | Some public censure or small impact on reserves (<10%), no legal challenge
High Likely to occur within the next two years High Impact on reserves of > 10% or legal challenge or severe public censure

Medium

Likelihood

Current Risk : : .
Hazard/Consequence Process Current Control Measures Rating Revised/further actions Actioned Date completed
Council not being able . L S RAG ) .
1 dUs to an unevpected or | ered, debts not recavered | Keoping NCAEChMember=hipfor S S e
tragic circumstance adV|Ce- L L G
* Section 1 Property Damage Cover . . .
2 i‘:'fu(;fhpfhpeefrt r;ﬁzrgf Suppliers not paid, services not deliv- Record Insurance Cover. LlLlG Maintain current action. )
d ’ ered, debts not recovered keeping Fireproof filing systems. Contingency/Emergency policy
EIMES Electronic back up.
Loss of electronic re- 'CSectigln 1I Property D;n:_age Cover & BHIB Cyber For L k . t . I' t
cords through damage, Suppliers not paid, services not deliv- Record ounclis insurance Foficy . .
3 - o ¢ H PP P f Up to date electronic protection/Firewall L M A . OOoK Into specialis
fire or corruption of ered, debts not recovered keeping 2
computer Regular back up of files. InNsurance cover.
Loss of data held by the * BHIB Cyber For Councils Insurance Policy
council, in any format, i Record Up to date electronic protection/firewall i i =
4 that could identify indi. Loss of reputation, legal challenge keeping Rggular S f”%& L M| A Maintain actions ¢
viduals to a third party Retention Policy.
Financial or resource re- Ma| ntal n and review
quirements of respond- Financial cost (overtime) or lack of People . .
2 ing to FOIl requests has delivery of other services management MOdeI PUbllcatlon SCheme L M A I'eCOFdS
material impact g
Financial or resource re- . . .
6 quirements of respond- Financial cost (overtime) or lack of People . q Ma| ntal n and review
ing to DSAR requests has delivery of other services management MOdeI PU bllcatlon SCheme L L G records
material impact "
Record Pohoies we datingnte-GDRR Regser, . . .
7 Data protection breach Financial loss keeping for NCALC Data Controller service.| L | L | G Ma|nta|n aCt|0nS
Register with ICO
Loss of access to Suppliers not paid, services not deliv- Contingency ¥ I H G HETG @ . . .
& premises ered, debts not recovered planning premises. L L G Malntaln aCtlonS J




Procurement

Medium

Likelihood Severity
Low Unlikely to occur within the next ten years Low Limited inconvenience, no impact on reserves, no legal challenge
Medium | Likely to occur within the next ten years Medium | Some public censure or small impact on reserves (<10%), no legal challenge
High Likely to occur within the next two years High Impact on reserves of > 10% or legal challenge or severe public censure

Likelihood

Hazard/Consequence Process Current Control Measures Cur;;?i:lfg“Sk Revised/further actions tioned Date completed

o | roorproswemen | St makespoortrancatgeet || ssoomasmermeon  |L | 8| WG| Clerk to investigate

GEEEnE unmet requirements Follow procurement regulations L IMIA Procurement PO“Cy
2 Contractors are not Third Party liability Procurement Co_ntractors to provide copies LI Ml A Maintain actions. ¢

insured

of insurance.

Supplier / Contractor ) L . 1 1 1

3 e Lack of services Procurement MOHItOI’Ing by PC/Committees L M A Ma'nta'n ACt|0nS ¢




